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Recent research has revealed an emergent issue in the quickly developing world of contract
cheating, indicating that some service providers are now resorting to blackmail to ensure that they
retain their financial hold on students (Yorke et al., in press).
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Students purchase bespoke written assessments from contract cheating service providers for
submission to educational institutions as the students’ own work. Our research indicates that some
of these contract cheating organisations are then threatening to provide details of the student
cheating to the university if the student does not pay the cheating service additional money (see
Figure 1). These providers are requesting additional money or repeated micro-payments from
students to keep their information from being exposed to the institutions. Contract cheating service
providers have also used this threat in cases where students have expressed dissatisfaction with
the quality of the assessment.
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Approximately 90% of students surveyed were unaware of the potential extortion risks related to
contract cheating. A small number of students elected to cheat in a scenario within this study, but
when they were provided with information about the potential extortion risk related to contract
cheating, half of this group reconsidered their decision and decided to write the paper themselves
due to the potential costs and risks being too great.
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Nearly 70% of students indicated that they believed it would be worse to be ‘found out’ by the
institution than to be blackmailed by the cheating service. This indicates that universities need to
communicate with students and develop a comprehensive plan to manage these types of cases in
such a way that encourages students to disclose the situation, rather than choosing to navigate the
path of extortion.
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e Some contract cheating services are now resorting to methods of extortion to increase profits.

e Although 75% of students knew about contract cheating, students are largely unaware of the
possibility of extortion from using these services.

e Universities should develop comprehensive plans for helping students in this situation, as
currently students indicate that they fear repercussions from the university more than they fear
the possibility of extortion

O O

Yorke, J., Sefcik, L., & Veeran-Colton, T. (2020). Contract cheating and blackmail: a risky business?
Studies in Higher Education. doi:101080,/03075079.2020.1730313

Influencing Factors

* Risk of being caught versus reward (Righy et al. 2015)

+ Dissatisfaction with the educational environment, LOTE and international status (Bretag et al. 2018)
+ Time factors, laziness and lack of understanding (Foltynek and Kralikova, 2018)

Individual Individual Individual
Student outsources Work is paid for Student submits
assessment to contract and received boughtassessment as
cheating website their own work

University University
_ Cheating detected Cheating undetected
New Perspective Contract Cheatin
. Individual Individual

General Student Population Website Low vulnerability High vulnerability to

Uses student’s credentials
orinstitutional database to
find student’s details

Does the awareness of the possibility of blackmail change to blackmail blackmiail
students’ attitudes and behaviours toward outsourcing
assessments to contract cheating websites?
Individual
Student assigned a

pass or fail grade

Blackmail

Individual Individual Individual
Student receives communication demanding Student contacted by Period of time elapses
further payment and threatening exposure contact cheating website (weeks, months, years)

Figure 1. Framework for contract cheating and blackmail (Yorke, Sefcik and Veeran-Colton, 2020)



